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Session Overview
• Cloud computing enables companies to free up resources, lower 

operating costs, and focus on core business functions. While safe, 
secure and cost-effective to implement, utilizing them across the 
U.S. and Canada border can be tricky, with concerns around the 
Patriot Act.  Learn the benefits of working in the cloud and the 
differences between private and public clouds.  Acquire information 
that will assist U.S. and Canadian companies understand the laws 
and risks of cloud computing and help maximize value, while 
minimizing risk.  Hear the experiences of a Canadian organization 
working with a U.S. based firm, while complying with data laws.
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Session Agenda
• Cloud Evolution & Terms
• Cloud Implications/Risks
• U.S. PATRIOT Act
• Cloud Governance

– Canada Federal
– Provincial Laws

• Real-world Solution Example

http://rimscanadaconference.ca/


What is “Cloud Computing”
• Cloud computing is Internet-based computing, whereby 

shared resources, software and information are provided 
to computers and other devices on-demand, like 
electricity

• Computing in which services and storage are provided 
over the Internet (or "cloud")

• Refers to accessing computing resources that are 
typically owned and operated by a third-party provider on 
a consolidated basis in one, or more, data center 
locations
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Cloud Evolution
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Cloud Evolution (cont’d)
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Cloud Solution Provider
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Cloud Solution Broker
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Cloud Solution Risks
• Normal “outsourcing” risks

– Cost Reduction Expectations
– Process Discipline
– Loss of Business Knowledge
– Vendor Failure to Deliver
– Scope Creep
– Culture
– Turnover of Key Personnel
– Knowledge Transfer

• Data Breach
• Government Oversight/Regulation
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Data Breach Risk
• Duplication/Replication of Data (multi-vendor solutions)
• Complexities in scope of security and control needs
• Different types of cloud solutions require differing levels 

of security and audit requirements.
• Potential for use of outsourced and/or offshore resources
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Government Oversight/Regulation

• Local and Federal governance requirements for:
– The organization
– The cloud provider/broker
– Any additional providers serving the broker
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The USA PATRIOT Act
• Uniting and Strengthening America by Providing 

Appropriate Tools Required to Intercept and Obstruct 
Terrorism Act of 2001

• Intended to facilitate the fight against terrorism
• Introduced 4 key changes from previous 

information and evidence gathering laws
– Search and surveillance authority more widely available
– Threshold lowered
– Subject-matter scope broadened
– National Security Letter regime expanded
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PATRIOT Act
• U.S. government could compel the disclosure of Canadian 

citizen information that is stored within U.S. controlled 
areas

• Such disclosure could be viewed as a violation of privacy
• There are examples of the U.S. taking advantage of the 

PATRIOT Act to collect information

Side note: Canada has very similar act/permissions:
– Canada’s Anti-terrorism Act of 2001
– PIPEDA subsection 7(3)(c.1)
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Canadian Federal Privacy
• Private sector transfer of personal information from Canada to the 

U.S. is not a violation of Canadian Federal law.
• Government sector transfer of personal information from Canada to 

the U.S. is not a violation of Canadian Federal law.
• The transfer of personal information from Canada to the U.S. by 

financial sector companies is not a violation of Canadian Federal 
law.

• With a few exceptions, provincial laws permit the transfer of 
personal information from Canada to the U.S.
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Use vs. Disclosure
• A transfer for processing is a “use” of the information; it 

is not a “disclosure”. Assuming the information is being 
used for the purpose it was originally collected, additional 
consent for the transfer for processing is not required.
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Provincial Law
• Federal law for public organizations (PIPEDA) does not 

apply to provincially regulated organizations within ‐
provinces where privacy laws have received substantially 
similar status from the Governor in Council.
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Provincial Specifics
• British Columbia: Bill 73—the Freedom of Information and 

Protection of Privacy Amendment Act, 2004. The law requires public 
bodies to ensure that “personal information in its custody or under 
its control is stored only in Canada and accessed only in Canada.” 

• Quebec: Aligns with British Columbia
• Nova Scotia:  Personal Information International Disclosure 

Protection Act, 2006.  Follows British Columbia’s Bill 73.
• Alberta:  Freedom of Information and Protection of Privacy Act 

permits the disclosure of personal information controlled by a public 
body in response to a “subpoena, warrant or order” only if issued by 
a court with “jurisdiction in Alberta.
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Cloud Challenges
• Canadian organizations spread across multiple provinces
• Dynamic and Complex laws/regulations
• U.S. PATRIOT Act
• Misconceptions and confusion created by differing laws/regulations
• Organization Policies
• Brand/reputation impact
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Key Cloud Considerations
• Where is your data actually located?
• Who has the ability to access your data?
• How are service levels measured/maintained?
• How do you escalate issues?
• How do contractual protections apply?
• Does cloud computing support your compliance requirements?
• Does the provider offer ASP-Hosted or self-hosted solutions?
• Which recommendations/checklists should we leverage based on 

industry/sector/data types?
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“Due-diligence” Steps
1. Determine which Canadian (Federal & Provincial) data 

privacy regulations apply to your organization
2. Demonstrate focus on privacy during all phases of solution 

selection
3. Identify Personal information is defined in section 3 of the 

Privacy Act
4. Perform an invasion-of-privacy test - 

http://www.tbs-sct.gc.ca/atip-aiprp/tpa-pcp/tpa-pcp07-eng.asp 
5. Perform a Privacy Impact Assessment (PIA) or a Preliminary 

PIA (PPIA) - http://www.priv.gc.ca/fs-fi/02_05_d_33_e.cfm
6. Complete Privacy Protection Checklist for each prospective 

solution - 
http://www.tbs-sct.gc.ca/atip-aiprp/tpa-pcp/tpa-pcp08-eng.asp

7. Build security and privacy into contract

http://www.tbs-sct.gc.ca/atip-aiprp/tpa-pcp/tpa-pcp07-eng.asp
http://www.priv.gc.ca/fs-fi/02_05_d_33_e.cfm
http://www.tbs-sct.gc.ca/atip-aiprp/tpa-pcp/tpa-pcp08-eng.asp
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Case Study: USIC
• USIC is the Urban Schools Insurance Consortium in Alberta 

(14 Boards with different requirements and issues).
• Purchased iVos event reporting and customized for needs.
• “Where” information was to be stored created added 

complexity to purchase and implementation – required 
Canadian host location.

• With a separate hosting arrangement (TELUS initially), 
other arrangements needed for dba and system admin.  
Additional costs and delays in implementation.

• Too many fingers in the pot – ended up with a dba in 
Ontario, TELUS contacts in both Ontario and Alberta, iVos 
implementation team in Florida and California, users in 
Alberta.

• Perseverance, a clear vision of the goal, and ample 
assistance from both Aon (broker) and Aon eSolutions 
resulted in happy ending.
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Thank you for attending 
the 

Ottawa Capital 
Connexions
 Conference
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